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Mocksa (MpaxzgaHcTBo PO)
A3bikn:

Pycckuii (PogHol), AHranrickuii (C1 Advanced)
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TEXHUYECKWUW CTEK

NET & SECURITY

Cisco (ASA/ISR/Catalyst), MikroTik, Ubiquiti |
OSPF, GRE, HSRP/VRRP, L3 Switching | IPSec
VPN, WireGuard, Tailscale, Cloudflare Zero Trust
| Wireshark, tcpdump, Burp Suite, Caido.

INFRA & DEVOPS

Linux (Ubuntu/Debian/CentOS, hardening),
Windows Server (AD/GPO) | OpenTofu, Ansible
| GitHub Actions | Docker, Docker Compose,
k3s | VMware, Hyper-V.

CLOUD & EDGE

Yandex Cloud, AWS, Oracle OCI | Cloudflare
Workers (Edge Logic), CDN.

DEV & DATA

Rust, Go, Python, JS/TS | PostgreSQL, Redis,
Supabase.

OBSERVABILITY
Prometheus, Grafana, Zabbix, ELK Stack.

OBPA3OBAHWE

Bbicwee, 2016

PITMY (CaHkT-TMeTepbypr)

®akynbTeT GU3NKN NPUPOJHOW CPesbl.
CneymanbHoCTb: PursmKa.
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ViH>XXeHep C OMbITOM MpPOEKTMPOBaHMWA, Pa3BEPTbIBaHMA W
NoAAepXKN  KOpnopatmBHbIX — ceTerr 1 |IT-uHbpacTpyKTypbl.
Crneunannsnpyocb Ha MOCTPOEHMM 3aLUMLLEHHbBIX pacrpeseneHHbIX
cnctemM 1 ynpasasemort nHdpactpyktypbl (laC, CI/CD). 3akpbiBaro
3agaum ot L2/L3-kommyTaumm n VPN-CBA3HOCTU 4O CEpPBEPHOWN
YacTW, MOHUTOPWHra 1 aBToMaTtu3aumun. CoBMELLLaKD KAacCMyecKumi
CETeBON WHXWUHUPWHT C coBpeMeHHbIMW DevOps-npaktukamu w
pa3paboTkoin Ha Rust/Go/Python.

OonbIT PABOTbI (7 JIET 5 MECALLEB)

Fockopnopauumsa "Pocatom” rosatom.ru
CeTeBOW UHXKEHEpP

000 "Crpux" (Jloructnka n B31)

CUCTeMHbIA aMUHUCTPATOP

AO "BoeHtopr-Mocksa" / 000 "Mapku
PasButusa"

OkTab6pb 2024 — ABryct 2025
11 mecaues

NHpacTpykTypa 7] CnpoektnpoBan n BHeApWA
OTKa3oycTonumByto pacnpegeneHHyto Full-mesh cetb Ha 6a3e IPSec VPN
N AvHamMmyeckon mappyTmsaumm OSPF over GRE.

ceTn:

Bbe3sonacHocTb: Peanv3oBan 3WENOHMPOBAHHYHO 3aLUUTy CETEBOrO
nepumetpa (Cisco ASA/ISR, DMZ, mexaHusmbl Blackhole, koHuenuus
Zero-Trust).

laC n CI/CD: lMonHocTblo nepeBén ynpasaeHve KOHUrypaumamm u
MHOPACTPYKTYpOl Ha penbcbl UHPpacTpykTypHoro koga (OpenTofu,

Ansible, netmiko). BbicTpoun aBTOMaTM4yeckue mnannaariHbl Aenos
(GitHub  Actions) ¢ wuHTerpauuen cTaTMyeckoro aHaaMsa Kkoja B
SonarQube.

MoHUTOpPUHTI: Pa3BepHy/ 1M ONTUMU3MPOBAN CTEK LLEeHTPasN30BaHHOIQ
MOHUWTOpWHra 1 realtime-anepTtuHra (Zabbix + Prometheus + Grafana)

ANS BM3yanmzaumm  Tpaduka M OMNepaTMBHOrO pearvpoBaHUs  Ha
NHLMAEHTBI.
Paspabotka: C Hyns crnpoekTvpoBan W pa3paboTan BHYTpPEHHee

MOBUNbHOE NPWIOXeHWe ANA yyeTa W WHBeHTapu3auuu IT-akTnBOB
(Kotlin, Supabase, Redis), aBToMaT3MpoBaB pyyHble NPOLLeCChl 1 KPaTHO
MOBbICUB CKOPOCTb MHBEHTapU3aLuu.

ABryct 2021 — CeHTa6pb 2024
3 roga 2 mecaua

MpoekTnpoBaHve W MNoAJep>KKa TMOPUAHON ceTeBOW MHPPACTPYKTYpbI
komnaHumn (Mikrotik, Zyxel ZyWall, 6ecnpoBogHble cetn CAPsSMAN wu
Ubiquiti UniFi).

OpraHunsaumsa 3alMLieHHbIX KaHanoB CBA3W W YyAANEeHHOro JocTyna:
OpenVPN, WireGuard, Pritunl, IPSec.

AZMUHUCTpUpOBaHune cepBepHoro napka: Windows Server (AD, GPO,
DNS, DHCP), Buptyanmsaums Ha 6a3e Hyper-V n VMware. Hactpoiika
pe3epBHOro KOMMPOBAHMA CUCTEM.

BHespeHMe KOMMIEKCHOrO MOHUTOpWHra (Zabbix). ABTomaTtumsauums
PYTUHHBIX 3aZ@4 a4MVHUCTPUPOBAHMSA C MOMOLLBK CKPUMTOB Ha Python.
PaboTta B pamkax ITSM-npoueccos (Jira, Slack).

Anpenb 2017 — Mali
2021
4 ropa 2 mecsila

CuctemHbI agmuHuctpatop / Cneumanuct IT u

CBA3N

12


https://casablanque.com/
https://github.com/casablanque-code
https://www.rosatom.ru/
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= ObecneyeHne HenpepblBHOW paboTbl LeHTpanbHoro oduca n 6onee 100
yAaneHHblx Touek. Ob6cnyxwuBaHve napka Linux (Debian/Ubuntu) u
Windows-malumnn, CXZ, (Synology) u cuctem BupTtyanmsaumm ESXi.

= MoHTax u nyckoHanagka JIBC, cnabotouHbix cuctem, CKY/Z (Parsec,
Matrix) n cuctem BugeoHabatogeHns (Hikvision/Trassir). ABTomaTtusaums
VHBEHTapmn3aLum (IT Invent). Hannune 1] rpynnbl no
anekTpobesonacHoCTK.

NMPOEKTHbIN OMbIT (TOOLING / OPEN SOURCE)

netconv Rust/ Go / Python

NHCTpyMeHT 419 aBTOMaTUYeCcKor MUrpaLumn 1 BaavaaLuv KoHGurypawmia
ceTeBOro 060PYAOBaHMA MEXAY Pa3NnyHbIMK BeHAopamu. MNpuBoanTt
pa3po3HeHHbIe Aamrbl HACTPOEK K eanHOMY GopMaTy AaHHbIX, FTeHepupys
LiesieBble KOHPUTY 1 OTUETBI COOTBETCTBUS.

netconv

platform/infra Go/ Docker/laC

Self-hosted nnatdopma ana self-service opkectpauuu. MNo3Bonser
MH>XXeHEepPHbIM KOMaHAaM OZHOW KOMaHZOoM pa3BopaynBaTb
N30IMPOBaHHYO MHOPACTPYKTYpy (BM, 6a3bl AaHHbIX, KOHTENHEPbI)
BHYTPW nepumeTpa 6e3 NpuBA3KM K BHELLUHUM SaaS-peLueHnsaM.

platform/infra

cfzt Go/ClLl

CLI-opkecTpaTtop Ans aBToMaTM3aLUmm paboTbl ¢ MHGPACTPYKTYPOU
Cloudflare. Mo3BonseT 13 TepmMmnHana 0g4HOM KOMaHAOM NOAHUMATb
Cloudflare Tunnels, cozgaBats DNS-3anucu, rubko HacTpamBaTb NOJAUTUKM
ayTeHTMdurKaumm Access (Zero Trust) 1 NPOKCMPOBATb BHELLHWE XOCTbl
(Vercel, Workers) c aBToMmaTueckon noAmMeHOW 3aro0BKOB.

cfzt

OSPF Post-Mortem Rust / WASM

HuzkoypoBHeBas yTuaunTa, ckomnuamposaHHas B WebAssembly, ans
rny6oKoro napcuHra 1 aHannsa GUHapHbIX 4aMMOB NMaKeTOB CETEBOrO
npoTtokosna OSPF npsamo BHyTpu H6pay3epa 6e3 HEOOXOANMOCTN OTHPaBKM
JaHHbIX Ha cepBep.

OSPF Post-Mortem

AHapen JopoHWH « 2026 .
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https://github.com/casablanque-code/netconv
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